rootshell archive for 199902


                    2/8/99


                          acctigris.txt


                                            ACC's Tigris Access Terminal server


                                            security vunerability


                    2/8/99


                          hp5crash.txt


                                            Another way to crash HP 5m printers


                                            with firmware dated before 19960829.


                    2/8/99


                          icmpquery.c


                                            Send and receive ICMP queries for


                                            address mask and current time.


                    2/8/99


                          ffcore.txt


                                            ff.core exploit for Solaris 2.5.1 and


                                            2.6.


                    2/8/99


                          sendmail892against.txt


                                            Denial of service attack in Sendmail


                                            8.9.2 with exploit.


                    2/9/99


                          ftpd.txt


                                            Remote buffer overflows in various


                                            FTP servers leads to potential root


                                            compromise. (ProFTPD 1.2.0pre1


                                            and Wuarchive ftpd


                                            (2.4.2-academ[BETA-18])).


                    2/9/99


                          snoof.tgz


                                            A DNS spoofer based on ADM's


                                            "ADMsnOOfID" code. This has been


                                            almost completely recoded, for better


                                            performance, BIND 8 compatibility,


                                            and user defined TTL.


                    2/9/99


                          pepsi5.c


                                            A new improved version of pepsi, the


                                            random source host UDP flooder.


                   2/10/99


                          dccsnoop.txt


                                            It is possible to snoop a user's


                                            connection through IRC via DCC.


                   2/10/99


                          slmail3.1.txt


                                            SLMail 3.1 contains yet another buffer


                                            overflow.


                   2/10/99


                          procrace.txt


                                            Linux 2.2.1 contains a /proc race


                                            condition allowing local users to crash


                                            the kernel.


                   2/10/99


                          clearcase.txt


                                            [L0pht] Rational Software's Clear


                                            Case v3.2 has a race condition.


                   2/10/99


                          cf40.txt


                                            Cold Fusion 4.0 (eval version tested)


                                            allows remote users to view the


                                            contents of any local file.


                   2/10/99


                          netbsdnetstat.txt


                                            NetBSD-current from 19980603 to


                                            19990208 allows local users to read


                                            any kernel memory location.


                   .


                   2/10/99


                          pine410.txt


                                            Pine 4.10 contains a buffer overflow


                                            exploitable by remote users.


                   2/10/99


                          wsftpserver.txt


                                            WS FTP Server Version


                                            1.0.1.E/1.0.2.E contains buffer


                                            overflows.


                   2/10/99


                          spoofscan.c


                                            Spoofs your IP as another box on your


                                            ethernet segment, portscans a host


                                            "from" that ip, sniffs responses from the


                                            host.


                   2/10/99


                          libnet-0.10.0.tgz


                                            Libnet is a collection of routines to help


                                            with the construction and handling of


                                            network packets. It provides a


                                            portable framework for low-level


                                            network packet writing and handling.


                                            Libnet features portable packet


                                            creation interfaces at the IP layer and


                                            link layer, as well as a host of


                                            supplementary and complementary


                                            functionality.


                   2/10/99


                          smashdu.txt


                                            Digital Unix 4.0x contains many buffer


                                            overflows since it now has an


                                            executable stack, where older version


                                            didn't.


                   2/10/99


                          lpc.txt


                                            Linux /usr/bin/lpc version 4.0.3


                                            contains a buffer overflow. (It ships


                                            with SuSE 5.2)


                   2/10/99


                          ascendmppauth.txt


                                            Ascend's multilink PPP authentication


                                            is easily spoofed.


                   2/10/99


                          bintec.txt


                                            Bintec Firmware BOSS V4.9 Release


                                            1 and earlier does not distinguish


                                            between international and national


                                            incoming calls during CLID


                                            authentication.


                   2/10/99


                          chroniclev1.zip


                                            Chronicle - Remote Registry Query


                                            Tool. Determine the current service


                                            pack/hotfix level of all Windows NT


                                            machines in your NT domain.


                   2/10/99


                          chroniclev1source.zip


                                            The source code to Chronicle.


                   2/10/99


                          pmap_tools.tgz


                                            Certain version of rpcbind permit a


                                            remote attacker to insert and delete


                                            entries without superuser status by


                                            spoofing a source address.


                   2/11/99


                          win98explorer.txt


                                            Microsoft Windows 98's explorer has


                                            a buffer overflow when handling long


                                            filenames.


                   2/11/99


                          lynxtmp.txt


                                            Lynx creates files in /tmp creating a


                                            race condition that allows you to


                                            overwrite other users files.


                   2/11/99


                          nmap-2.07.tgz


                                            NMAP -- The Network Mapper -


                                            Supports a ton of scanning methods


                                            including: Vanilla TCP connect()


                                            scanning, TCP SYN (half open)


                                            scanning, TCP FIN, Xmas, or NULL


                                            (stealth) scanning, TCP ftp proxy


                                            (bounce attack) scanning, SYN/FIN


                                            scanning using IP fragments (bypasses


                                            packet filters), UDP raw ICMP port


                                            unreachable scanning, ICMP scanning


                                            (ping-sweep), TCP Ping scanning,


                                            Remote OS Identification by TCP/IP


                                            Fingerprinting, and Reverse-ident


                                            scanning.


                   2/11/99


                          sscan.tgz


                                            Remote vulnerability scanner similar to


                                            mscan.


                   2/11/99


                          sl0wscan.txt


                                            Attempts to hide the source of


                                            portscans by mixing fake hosts in with


                                            your real source.


                   2/11/99


                          all-access.c


                                            "Decrypt" Microsoft Access 97


                                            Database Passwords


                   2/11/99


                          netapphwkiller.txt


                                            NetApp Filer software versions 5.x


                                            has the potential of corrupting your


                                            drives firmware rendering them


                                            useless.


                   2/11/99


                          realg2freebsd.txt


                                            RealServer G2 can cause FreeBSD


                                            3.0-stable to crash/reboot randomly.


                   2/11/99


                          ftpdchk.pl


                                            Denial of Service attack against newly


                                            patched ProFTPD servers.


                   2/11/99


                          iis4ftpdos.txt


                                            IIS 4 Remote FTP Exploit/DoS


                                            Attack


                   2/15/99


                          mailmax.txt


                                            Mail-Max SMTP server for Windows


                                            95/98/NT Remote Buffer Overflow


                                            Exploit


                   2/15/99


                          tracerouteflood.txt


                                            It is possible to get traceroute to


                                            launch a denial of service attack.


                   2/15/99


                          pptprev.txt


                                            PPTP Revisited - follow up to article in


                                            Phrack 53.


                   2/17/99


                          websitepro.txt


                                            Website Pro v2.0 allows remotes


                                            users to replace files on your website.


                                            (Used to break into


                                            www.idsoftware.com)


                   2/17/99


                          sniffitover.txt


                                            Sniffit 0.3.7 (and below) contains a


                                            bug allowing remote users to crash


                                            sniffit.


                   2/17/99


                          lsof.txt


                                            lsof 4.40 and prior allows local users


                                            to obtain root privledges.


                   2/18/99


                          ADMsnmp.0.1.tgz


                                            An snmpd audit scanner and can brute


                                            force the snmp community name.





                                           


                   2/18/99


                          tetrix.txt


                                            Tetrix 1.13.16 has a buffer overflow in


                                            its hostname handling.


                   2/18/99


                          ntdllcache.txt


                                            Microsoft Windows NT 4.0 allows


                                            any local user to gain administrator


                                            privledges via a bug in its system-wide


                                            cache of file-mapping objects.


                   2/18/99


                          ntdllcache.zip


                                            Binary and source code exploits for


                                            the ntdllcache bug from L0pht.


                   2/19/99


                          automount.txt


                                            Linux 2.0.36+ automount allows


                                            normal user to gain root access via a


                                            kernel buffer overflow.


                   2/19/99


                          hyperseek.txt


                                            The HyperSeek search engine admin


                                            interface by default is not password


                                            protected.


                   2/19/99


                          nb20pro.exe


                                            NetBus Pro 2.0 Final - a remote


                                            administration and spy tool for


                                            Windows 95/98 or Windows NT4.


                                            Features include: Capture screen,


                                            Listen keyboard and Capture camera


                                            image for "spying."


                   2/22/99


                          lsof-xploit.c


                                            Sample exploit code for the lsof 4.40


                                            security hole. (See lsof.tex)


