gnit is a freeware scanner for NT that is currently being


                                  re-written


                in C++. Many people really liked the functionality of it so


                                     Im


                releasing this version (which is done in perl) as a beta. This


                                    tool


                has been in private use by me for client audits and I have


                                   found


                 it extremely useful, so hopefully you will enjoy it as well.





                             Here is a list of features:





                            NBTStat table gathering


                              Net View scanning


                              Null Session testing


                        Local and Global group enumeration


                             Username enumeration


                             Account detail gathering


                (such as password age, which users are in which groups,


                password expiration policy, account priv level, and more)


                             Transport enumeration


                             SMTP Banner grabbing


                             POP3 Banner grabbing


                             FTP Banner grabbing


                           FTP Anonymous login check


                               HTTPD versioning


                          Vulnerable URL Structure scan


                           (pre-built with 52 structures)


                 Brute Force option for password/logging/audit checks





                The URL structure scan is completely user definable. You


                                    can


                 add and remove URL structures at will. The transport


                                 enumeration


                function may have some of you confused. What this does


                                   is query


                  the remote NT server for how many network adapter


                                  cards are


                installed on the machine and which protocols are bound to


                 which cards. This can be useful in spotting proxy boxes.


                                  All of the


                scans listed above are done with null authentication on the


                                   target


                    machine. This tool is a perfect candidate for an


                                administrators


                     penetration simulation tool for IDS baselining.





                As stated above, the tool is being re-written in C++ so the


                                   source


                to this version is not being released because I do not see


                                    much


                  sense in it. When the C++ version is released, it will


                                 officially be


                   version 1.0 and opensource. For those that dont


                                 understand


                  why the stand alone executable for this program is so


                                    large,


                  let me explain. It was written in perl, and because not


                                  everyone


                 under the sun has a full perl distro on their box (although


                                    they


                should), I compiled the tool so everyone could use it. The


                   perl2exe compiler adds a TON of overhead to the


                                 executable,


                but theres not much I can do about it right now. Just cope.





